
1180382vl 
11903S3vl 

~ 
STANDARD STU{?ENT ~AT A PRIVACY AGREEMENT 

l ' I 

·• 

\ . 
~ 

J 

. (NDPA,Stam::l}f11~ V~ts,ip,ri.O 
I I 
\ I 

I 

,, ' 

~,J ison· C~n i' District 
,,, l 

~nd 
\ 

n I • 

. Teachers \irst. tLC 
·, ' I I ,, 

\ 

\ 
I , 

\ 
' \ 

I I 

I I 

I 

i 

~opyrlght © 2020 A~tess :4- learnlng' (ML) Community, All rights reserved. 

\ ' 

\ 

I 

\ 



This Student Data Privacy Agreement ("DPA") .is entered into on the date of full execution (the ''Effective Date1
') 

and is entered into-by and between: 
(Addison Central School district], lo,cated ,at 49 Char,les Av~nue Midqleb4ry, VT 05753 an(:! 
Teachers First LLC, located at 5433 East Cheery Lyr;in Roa~ Poer;iix,.AZ 85018. 

WHEREAS, the Provider is providing educational-or digital servicf s to LE.A. 

WHEREAS, the Provider and LEA recognize the need to protect ~ersonall'>: identifiable student information and 

other reg1,.1I ated data exchanged between them as -required by applicable laws ~ind regul~tions, ~uch as the lramily 

Educational Rights and Privacy Act ("FERPA") at 20 U.S.C. § 1232g (34 CFR-Part 99); the Children's Online Privacy 

Protection Act ("COPPA") af15 U.S.C. § 6,501-6506 (16 CFR Part 312), applicable state privacy laws c1nd regulations 
and ' 

WHE;REAS, the Provider and LEA cfesire to enter into t his DPA for the purpose of establishing their respectiv:e 

obligations and duties in order to cQmply,wlth applic;ible laws and regulations. 

NOW THEREFORE, for good and valuable conslderation, L~A and Provider agree. as follows; . 
1. A description of the Services to be provided, the· categories of Stud.ent Data that may be pr_ovtded bv, LEA 

to Provider, and other information specific to this DPA are conta{ned in the Stanc;lard Clauses hereto. 
I 

. 2. Special Provl,sions. Check if Required 
{ 

,. 
ff checked, the Supplemental State Terms and c;1ttacheg hereto as Exhibit ":G" are her:eby 

incorpor.ated by reference into this DPf in their entirety. . 

lfchecked, LEA and,.Provider.agree to the•aqditlbnal terms or modlficatlons-setfor,th:i11 'Exhibit 

"H". (Optfonaf) / . 

If: Cf;t~ ~d. the Provide(, has slgne~ Ex1i1bit '''E'' to tll)'e St;mdard Cjauses, otherwi·se knpwn as. 
Genethl Offer of Privacy Term~ , / ;· ' , ' . . - ~ . ' .. . 

3. -tn the event of a conflict between the SDPC Standard tlauses, the State or Special Provisions will control. 
In the evehttliere Js c.onflkt between the terms of the DPA and any other writing, Including, but not 

ltmited to the Service Agr~ement arid Proyider Terms of Service or Priv.acy Policy the term$ ofthfs DPA 

shall control. 

4, This DPA.st,tail stay in effect for ~~ree ye1rs. Exhibit E will expire 3 years fr.om the date the 9rlginal DPA 

w~s signed, . 

s. Th~ services to be P.rovioed. ~Y Pr.avider t0 LEA pursuaht to this OPA aTe detalfed in Exhibit "A" (the. 

"ServJces"}. 
I • 

6. Notfces. All notices or•other e::r,mmuryication required or permitted to be given hereunder may be given 

via e-mail trahsmissi(lin, or-firJt-class;mail, sentto the designated representativ~s below. 
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The designated representative for the Provider for this DPA is: 

Name: , Df~f.P A-tv~HU /fl{o Kh Title:~. _.:;:_C,,~6_b _ _ _ _ 

Aadress: s ½33 I IS.~ r , C.H £e~ 1 CY }JN l\_oA()I P1.-,01;1v1'(, A-t< I io,V A ~ So I l 

iPhr:me: +. q I fqq,~ 1s2 5'~b" Email7 .JJf. G.CJ+Wb}'-J(J(j -toJ)OL-flf/JP- Cor-1 

' ' 

t he .designated representative. for th~ LEA fqr this DPA is: ' 

Nam~: tJ i1// _q¢!,. Title: .1)/@fc,r , c,£ 1~110 J CJY 

, ~ ddress: . , 1/'~ . clv:-v,fes i ii-Ve. Mi dcl/eb un Y., Vi OS- 7 Fj 

t~~~e} f?~)_ '3,J>~ ' 
1 

/ c'.;2~ Y Email~ {,JhaM,.e<!,cSc:/ff. Oc/ 

IN(\YITNESS WHEREQF, LfA and Provider exeq,ite this DPA as of the Effective Date. 

{j ' ' ' ; , ' ' 
·LEA ,[s~hpp,I Di~trict NameJ 

1
, 

. . Ail.~' '{ , I ~ fi I :1J jf ~·· . ~ ' I #,t• · . • ·~ r ~ ~ ·~ , ..> 1 . ~ .r.• - ~ , · . ~ ,.... ,-.-.- ~ "In " 
·~·,,--'~yf. -, · l',-7~~1¾ ~e:,;i ,A.; . ~ (>-'6'" __ . ,_n.,• ~ , 0;1te: · Vj'1~r ;..-, ., r;1,.t>?..o 

' j .. . l ' 

.Print~tl ~a.fitle: . t;J/) /. Md cA . · 'Title/Position: .J>irigg:J ef lfrA11olot1y 
, I J ' 

,. r 

'•1 
fJ'nsert Name qf P.r'oviderJ 

} , 

t ' 

BY,! .•. : --P:6 ~C-1-'1,6~5 ' _ F ,r<~"ff· l-L G 
, ' ' 

Date: ' 5 E /J T ~ ('1 e £ r( q I 2 0 l 0 

Prihted N•ame; f2f;£/AN$l-;I µ it fZb ~ A· 'Title/Po~itiqm __ C;:,:;;....t.::...=,.o ____ _ 

' ' 

, J 
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STANDARD CLAUSES 

Version 3.0 

ARTICLE I: PURPOSE AND SGOPE 

1. Purp~se of _DPA. The purpose of this DPA is to describe the duties qnd responsibilities to ptotect Student 

Data rncludrng compliance with all applicable federal, s'tate, .and letctl privacy l~ws, rules,, and regulations, 

all as may be amended from time to time. In performiflg these servi<;es, the Provider shall be c9nsidered 

a School Official with a legitimate educational interest, and performing servites otherwise provided by 

the LEI\.. Provider shall be under the dir.ec.t co·ntrol and supervision of the LEA, with respect to its use of 

Stvdent Data · 

2·. Student Data tp Be Provided . .tn or-der to perform the SeNices de~cribed above, LEA shall provide 

Student Dat;;i as Identified in the Schedule 9f Data, attached hereto as Exhibit "B". 

~- DPA Definitions. The definition 0f terl']1s used in this·DPA ls fountj. in E-xhlbit ·"C". In.the event of a conflict, 

definitions-used in this DPA shall prevafl over terms vsed ih any other writing, including, but not limited 

to the Ser-vice A'greement, Terms of Service, Privacy Policies etc;. 

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

.1. S.tudent ·Data>Property,of-LEA. All Student,Oata. frC<Jnsmi,ttecJ to, the Pte.vid,er. ,pursua.nt to the Service 

Agr,:eement is and wUI continue to b~ tme property of. and unde_r the cdnttql of the LEA. The Provider 

furflaer .a,cknowiedges c;1nd qgrees that ~II cqp,ies :of such Stu.dent Data transmitted to the Provider, 

ihd.uding any modifications. or ~ddltions or any portion thereof from any source, are subject to the 

provisi0ns of this DPA in the same manner as-the original Student Data. The Parties.agree that c!S between 

them, a1l rl~hts-, including a[f intellectua-1 property rights in a.nd to Student Data contemplated per the 

Service Agreement, shall rem,ain the exduslve property of the LEA. For the purposes of FERPA, the 

Provldet shalJ h>e considered a School Official, under the c.ontrol and dire.ction of the.LEA as it pe~~ins to 

the- use of Student Data, nqtwithstanding the above. 

'2. i>atent:AcGess: To the extent required by faw,the LEA shall establish ·reasonable procedures by which a 

patent, legal guardjan, Qr eligible student may r.e:view Educati1:in·Records and/or Student Data correct 

erroneous inforn;iation, and _protedlires for the trahsfer of student-generated content to a per:sonal 

aceQunt, <;:onsfstent with the functionality of services. Provid¢r shall respond ih a reasonably timely 

manner (and no lafe.(th9n forty five (-45,) days from the date of the r,~~u~st or t,,ursl,lant t!) the time frame 

req_uired ~nder state law for .am LEA to fe$pond to a parent or stl}dent, whichever is so·oner) to the LEA's 

req.uest for stud.ent Data in a student's re,ords held. by the Provider to view or ~Qrt'ect as netessary. In 

the ev!l?nt that a parent of a student 9" other itidMdual ton tacts the Provia•er to review any of the Student 

Data accessed pursuant to the Sel'\!kes~ the Provid_er, shall r¢fer t.ne parent or individual to ~he LEA, who 

will foJlow the necessary. and proper pro<:edures regarding the requested inf~rmation. 

3. Separate· Account. If Student-Gen~rated Content is .store,d or malnt;iinelil ·by th~ Provider, Provlder shall, 

at the request of the ,LEA, transfer:, or provide a mechanism for the. LEA to transfer, said Student­

Generated Content to a ;ep~rate actount created by the stQdent. 
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4. Law Enfo,·cemcnt . Requests. Should (f!W enforcement or ©ther government entities ("Requesting 

Party(ies)") rnntact Provider with a request for Student Data held by the Provider pursuant to, the Services, 

the Provider .shall notify the LEA in advance of a compelled disclosure to the Requesting Party, unless 

lawfully directed by the· Requesting Party r\ot to inform the LEA of the request. 

$. Suop~ocessors. Providet sh'all ~nter ihto written agreements with ali Subp,rocessors·performingfunctions 

for ttie Provider in order for ,the P.r:bvider to·1ptovide the Services pursuant to tl:1e Service Ag.reement, 

w~ereby the Subplfocessors;agree to prote~t Student Data 1n a m'ann'er no less stringent than the terms 

o,f this DPA. 

'1 

.ARTICLE Ill: DUTIES OF LEA 
\ 

1. .~r-ovideData4n Compliance wl,~h,Apglkal:J!e!layy~. LEA shall prfuvide Studenf Data for the ~u~poses of 

obtainin8 the Seritice~ in compliance· ~ith a!t ~l)plicable federal, state, and local privacy laws, rules, and 

, ,regulations, all as may .be am~nd·ed frq,m·time to time. 

2: · .A:nnu~U~Ql.iflcatian of".J:{1;hts. If the LEA has a policy of disclosing Educatiqn Records an9/or Student 

, Ua~ under lfE;RP.A '(34 l'::FR § 9,9.3i(al(1)), LE{\ sha,J includ~,a specifi~ation of criteria for t!etermining who 

2'onstitutes a ·school offitia,1 and what constitutes a legltimat'e edu.cational interest in its 11nnual 

l'ilQ.tfficat!ion of tights. 

3. Rea$0ria~le Precaution§. LEA shall take. rea~on~ble precauti~ns ~0 secure"Us:ernafues, passwords,·and I 
any othet-me.ans of gaining: access to tbe services and ho~e,d Stt1dent Data. 

4. llMauthorized Access N.otifitaticm. LEA shall notify Provldet promptly of any known unauthorized access. 

LEA will assist Proviqer in any efforts by Pr-ov'idet to investigate and respond to any unauthorized access. 
j I 

ARTICLE IV: DUTIES OF PROVIDER 

, 

1. ~r.lvag, Ce.mplrani:~.'The Provider. shaJI' comply with all applicable federal, state, and local laws, rules, and 

regul:;rtions pertaining;,tb Student Data privacy and seturifyk all as rnay be amehded from time to time. 

' 
2. Authotfaed Use. The Student'Qata shared pur~uant to the Service Agreement, including persistent ·unique 

identifiers, ' (hall be used tor :f,I~ purpose other than th,e Ser.vices outlined:in Exhibit -A or stated in th'e 

Setvi~e,A~reement a'ild/or otherwfse c)Uthorized under the statutes referred to herein this DPA. 

3. Prct~lder Empfo'yee Obllgatton. Pr0vider st:i~n require ~II of'P.rovio!:!r'~ emt,loyees qnd ag~nts who h;ve 

acce's.S'to Student Data to co~ply with·all aP,plicable provisions of this DPA with respect to the Stude.nt 

Data shared under fhe Serttite AgFeemel'lt. Provider agrees to require. and maintain an appropriate 

confidentiality agreement frotn each employee o~ ~gent with aq:ess· to stu.c,ient Data pursuant to the 

Service Agreement .. 

4. No Oisdosure. Provide'r acknowledges amd agrees that it shall not make any re-disclosure of any Stl,ident 

Data or any portion th'ereof, fncludingwitho.ut'limitation, user cbntentor other non-public information 

and/or personally iden,tifiable information ,col'}.taJned in the Student Data other than as dir~ed or 
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permitted by the LEA or this DPA. This prohibition against disclosure shall not apply to aggregate 

summaries of De-Identified information, Student Data disclosed pursuaht to a lawfully issued subpoena 

or other legal process, or to subprocessors performing services on behalf of the Provider pursuant to thls 

DPA. Provider wlll not Sell Student Data· to any third party. 

5. b~ldentified 0ata: Provider agrees not to attempt to·re,identify de-identified Student Data. De-Identified 

Data may be used by the Provider for those purposes allowed under FER PA and the following purposes: 

(1) assisting the LEA or other governmehtal agencies in conducting research and other studies; and (2) 

research and development of the Provid~r•s educational sites, services, or applications, and to 

demonstrate the effectiveness of the Services; and (3) for adaptive learning purpose and for customized 

student learnhi_g. Provider's use of D~-ldentified Data shall survive termination of this DPA or any request 

by LEA to return or destroy Student Data. Except tot Sybprocessors, Provider agrees not to. transfer de­

identified Student Data to any party unless (a) that party agrees in writing not to attempt re-identification, 

and (b) prior wri~en notice h~$ been given to the LEA who has provided prior written consent for sue~ 

transfer. Prior to pu.bllshing any document tha.t names the LEA e~pJicitly or indiree;tly,, the Provider shall 

obtain the LEA's written approval of the manner in whkh de-identified d.ata is presented. 

6. D.isposlrlon of' Data. Upon written request from the LEA, Provider shall dispose of or _provide a mechahism 

forthe LEA to transfer Student Data obtained under the Service Agreement, within sixty (60) days of the. 

date of said request and according to a schedule and procedure as the Parties may reasonably qgree. 1 

Upon termination of this DPA, If no written request from the LEA Is received, Provider shall dispose of all 

Student Data after providing the LEA with reasonable prior notice. The duty to dispose of Student Data 

shall not extend to Stupent Data that had been (?e-ldentified or placed in a separate student account 

pursuant to section 113. The LEA may employ a "Directive for Disposition of Data" form, a copy of which 

is "tt.ached hereto as Exhibit 110». If the LEA and Provider employ Exhibit "D," no further written request 

ornotice is required on the part of either party prior to t~e disposition of Stuclent Data described in Exhibit 

«~ ~ 

• 
7. Advertising limitations. Provider is prohibited from u~ing, qisclosing, or selling Student Data to (a) inform, 

influence, ·or enable Targeted Advertising; or (b) develop a profile of a student, family member/guardian 

sr wo1:1p, for any'purpose dther than providing the Ser,vice to LEA. This secti~m does not prohibit Provider 

from using Student Data (i} for adaptive learning 0r customized student learning (Including generating 

personalized learning r-ecommendations); or (ii) to make product recommendations to teachers or LEA 

.employees; or (iil)to notify account holders-about new education product updates, features, or services 

or frotn otherwise using Student Data as permitted In this DPA and its accompanying exhibits 

Af\TICLE V; DATA PROVISIONS 

1. Data Storage. Whei:e required by applicable law, Student Data snall be stored within the United States. 

Upon request of the LEA, Provider will pr.ovide a list of the locations where $tuctent D.ata is stored .. 
' . 

2. Audits. No more tlian once a year, or following unauthor.ized access, upon receipt of 'a written request 

from the LEA with at least ten (10) business days' notice and upon the execution of an appropriate 

confidentiality agreement, the Provider will allow the LEA to a1:1dlt the security and privacy measures that 

are in place to ensure protection of Student Data or any portion thereof-as it pertains to the delivery of 

services to.the LfiA. The Provider will cooperate reasonal;>ly with the LEA and any local, state, or federal 
. I 
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agency with oversight authority or Jurisdictiot, in connection wlth any audit or investigation of the Provider 

and/or delivery of Services to students and/or LEA, and shall provide reasonable access to the Provider's 
facilities, staff, agents and LEA's Student Data and all records pertaining to the Provider, LEA and delivery 
of Services to the LEA. Failure to reasonably cooperate shall be deemed a material breach of the DPA. 

3. Data Security. The Provider agree'S to utilize administrative, physical, and technkal safeguards designed 

to protect Student Data from unauthorized access, disclosure, -aaquisition, destruction
1 

use, or 

mddification. The Provider shall adhere to any applicable law relating to data security. The provider shall 

implement an adequate Cybersecurlty Framework base,d on one of the nationally recognized standards 

set forth set forth i~ ,ExHlblt ,"Fu. Ex¢1usions, variations, 6r exemptions to the identified Cyber-security 

Framework must be deta"iled ih an attachment to Exhibit 11H". Additiohally, Provider may c;hoose to 

further detail its security progr~ms and measur:ei; th~~ augment ~rare.in ;Jdditi9n to the Cybersecur~ty 

Framework in Exhibit "F'': Provider shall provide, in t.he ,Stanclard Schedule to the DPJ\, contact 

information of an ,employe~ who LEA may cont~c,t.if there are ar:iy dat;:i security concerns or questions. 

4. 

,1 

Data Breach. In the event of an uriauthor/zed release, disclosure or acquisition of St';Jdent Data that 

compromises the sec1,1rlty, cantioenfiality or ir,itegrlty of th,e Student Data maintained by the Provider the 

Provider shall ,pr:ovide notification to LEA within .seventy-two (72) hours of confirmation of the incident, 

unless netification wiihin this time limit would a'lsfupt lrt,vestigati<lm ot the Incident by law enforcement. 

In such an event, hotification shall be made within a reasonable time after the inti dent. Provider shall 

follow the following, p~ocess: · 1ix , ' 

(1) The securi)ly, br~~ch n9tlflcatlo~ .~e~ctjbed a.bove ~haJI lntlude, ~t a :r'f1nfmum, the following 
information to the exteht k_nown by the Provic!er and as It become.s available: 

i, The name and 'C$ntact,informatfon of the reporting LEA subject to this section. 

ii. A list of the. types of personal inform.ation that were or ar~ reasonably believed to have 
been the. subject of a br~ach. 

iiL If the ·lnformation ls possible to dete.rmine at the time the notice is provided, then etther 

(1) the date of the breach, J2:) the estim;tted date of the breach, or (3Y the date range 

within, w~ich ·the br,each occurred. The nopficatioh shall also include the date of the 

notice. 
iv. Whether the notifieatien was delayed as a result of a law.enforcement investigation, if 

that information ls possible. to determine at the time the ndtlce is provided: and 

v. A general description of the breath incident, if that Information Is possible to determine 

at the time the notice is provided. 

(2) Provider agrees to adhere to all federal and state requirements with respect to a data breach 

related to the Student Data, including, when.appropriate or required, the required responsibilities 

and procedures for notification and mitigation of any such data breach. 

(3) Provider further acknowledges and agrees to have a written Incident response plan that reflects 

best practices and is consistent with industry standards and federal and state law for responding 

to a data breach, breach of security, privacy incident or unauthorized acquisition or use of Student 

Data or any portion thereof, Including personally identifiable information and agrees to provide 

LEA. upon request, with a summary of said written Incident response plan. 
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(4) LEA s~all provide notice ;;ind facts surrounding the breach to the affected stl.ldents, parents or 

guardians. 

(5) In the event of a breach originating from LE.A's use of the Service, Provider shall cooperate with 

lEA to the extent necessary to expeditiously secure Student Data. . 

ARTICLE VI: GENERAL OFFER OF TERMS 

P~ovlde~ rr:,a~, by signing the attached form of "General Offer of Privacy Terms'' (General Offer, attached hereto 

as Exhibit_ E_ ) •• be boun~ by the terms of Exhibit "Ii" to any 0th.er LEA who signs the acceptance on said Exhibit 

The form 1s limited by tlie terms and conditions described therein. 

ARTJCLE Vil: MISCE.LLANEOUS 

1. Termination. In the event that either Party seeks to terminate this OPA, thw may do so by mutual written 

consent so long as the Service Agreement has lapsed or has been terminated. Either party may terminate 

this DPA and any service agreement or contract if the other party breaches any terms of this DPA. 

2. Effect of Termination Survival. If the Service Agreement is terminated, the Provider shall destroy all of 

LEA's Student Data pursuant to Article IV, section 6. 

3. P.flority of Agreements. This DPA shall govern the treatment of Student Data in order tocomply with the 

p,rivacy protections·. including those found in FERPA and all applicable privacy statutes identified in this 

DPA.- Ip the event there is conflict between the terms of the DPA and the Service Agreement, Terms of 

Service, Privacy Policies, or with any other bld/RFP, license agreement, or writing, the terms of this DPA 

shall apply and take precedence. In the event 9f a contnct between Exhibit H, the SDPC Standard Clauses, 

·and/or the Supplemental State Terms, Exhibit H WIii control, followed by the Supplemental State Terms. 

Except as desctlb¢d in this paragraph herein, all other provisions of the Service Agreement shall remain 

in effect. 

4. Entl r-e Agreement., This OPA and the Service Agreement constitute the entire agreement of the Parties 

relating to the subject matter hereof and supersedes all prior communications, representations, or 

agreements, oral or written, by the Parties relating thereto. This DPA may be amended and the 

obs~rvahce of any provision of this DPA may be waived (either generally or In any particular instance and 

either retroactively or prospectively) only with the signed written consent of both Parties. Neither failure 

nor delay ,on the part of any Party in exercising any right, power, or privilege hereunder shalt operate as a 

waiver of such right, nor shall any single or partial exercise of any such right, power, or privlrege preclude 

any further exercise thereof or the exercise of any other right, power, or privilege. 
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5. Severabllity. Any provision of this DPA that is prohibited or unenforceable in any Jurisdiction shall, as to 

such jurisdiction, be Ineffective to the extent of such prohibition .pr unenforceability without invalidating 

the remalnlhg.provisibns of this DPA, and ;my such prohibition or unenforceability in any jurisdiction shail 

not invalidate or render unenforceable suc-h _provision in any other Jurisdiction. Notwithstanding the 

foregoing, If such provision could be more narrowly drawn so as not to be prohibited or unenf9rceable in 

su~h jurisdiction while, at the s; l'l)e time, maintaining the int~nt of the Parties, it shall, as to such 

jurisc;lhztion, be so narrowly drawn withG>Ut irwalldating the remaining prpvisions of this DPA or affecting 

the validity or enforceability of such provision in any other jurisdiction. · 

6. Governing Lawi Venue, and Juri.sdlct:ion. THIS DPA Wl~L BE GOVERNED BY ANO CONSTRl,JED· IN 

ACCORDANCE WITH THE LAWS OF THE ST ATE OF THE LEA, WITHOUT REGARD TO CONFLICTS OF LAW 

PRINCIPLES. EACH PARTV CONSENTS AND SUBMITS TO THE 501£ AND tXCLUSJVE JURJSDICTIPN TO THE 

STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR 

REl,Al:11-.JG TO THIS DPA OR TH.E TRANSACTIONS CQNTEMPLATED HEREBY. 

7. SuGcessor.s .. B'ound: This DPA is ;:incl shall be binding upon the respective Sl.lccessors in interest to Provider 

,.in the event of a merge':r, acq·u,sition, consolldatiii>n or other business reorgahizati:on or sale of all or 

·substaatially all of, the assets of such business In the event th,;1t the Provider sells, merges, or otherwise 

disposes oflts business to~ successor during the term of this DP.A. the Provider shall provide written 

notiq~ ~o foe.LEA no tater tfiah sixty (60) day~ after the closing dat~ of sale, merger, or dispbsal. Such 

notke shall include a written, signed .!Ssurance that the successor will assume the obligations of the DPA 

and any obligations v.rith respect to student Data within the Service Agreement. Tbe LEA has the authority 

· · to teritnmate :the OPA if rt disapproves, of th~ s1;1ccessor' to whom the Provider is selling, merging, or 

otherwise r;lisposing of its business. 

8. Aothor.lty. Each party repre.sents that it is author.lzed to bind to the terms of this DPA, including • 

·confidentiality and destruction of Student Data and any portion thereof contained therein, all related or 

:associated ihstituticms, individuals, employees.or co111tra1::fors whd may have access ta the Student Data 

and/or any portion ther.eof. 

9. Watver. No delay er omis•sioh by either party to exercise.anyright hereunder shall be construed as a 

waiver of any such rl~ht and both parties reserve the right to exerc:lse c1ny such right from time to time, 

.as often as mi:!Y be d¢'efn6ld ~pedient. , 
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EXHIBIT "A
0 

DESCRIPTION OF SERVICES 

Toddle is a learning 
management system designed 
for the International 
B?ccalaureate Primary Year 
Program. 



.. -
Category of Data 

EXHlBIT 118 11 

SCHEDULE OF DATA 

Elements 
-· -

Application Technolo·gy IP Addresses of users, Use of cookies, etc. 
Meta Data' 

Other application technology meta data-Please specify; 
I 

Ip 4dd~t,S\, 1J~vj(f. t~pe '. locc.dion 

Application Use Statistics Meta data on user interaction with application 

Assessment Standardized test scores 
I 

11 
Observation data 

, Other a_ssessr;rrel'lt data~Ple_ase specify: 

f:lul,1itS 
: 

Attend<!nce ~-St\,ldent school (daily) attendance data 

ii Student class attendance data 

Communications Online communications capture'~ (emails, blog entries) 
I 

Conduct 
. . 

C~nduct o~ behavioral data 

Pemograpl'tics 
- 1 

pate of Birth ,. ,, _._,,,~~111 ,:::,• 7'; 
;:='.~· 

Place of Birth 
fi .. 

Gender 
,. 

I Ethnicity or race 

I 
Language information (native, or primary language spoken by 

student) 
I .Other d~mo~phic information-Please specify: 

, 

I;. I 

Enrollment ' Student sc;h'ool enrollment 

Studeh~ grade level . 
' Homeroom 

-
I Guidance counselor 

I 
Specific cl>lriiculum programs 

Year of graduation 

j \ ' 
Other enrollmerit information-Please specify: 

I , 1 j / / / I 
1 

/ I I 

Parent/Guardian Contact Address 

Information ' 
· Email 

Phone 

copyright e io20 A~ess 4 1,earnfrig (ML) Community. All rights reserved. 

Check tr Used 

by Yot.Jr System 

✓ 

✓ 

✓ 

X 
✓ 

✓ 

✓ 

✓ 
)( 

✓ 
~ 

X 

~ 

X 

"f-

)( 

)<.,.. 

V 

✓ 

X 

)( 

")( 

II X 

')( 

✓ 

)( 



Category of Data Elements 
Check If Used 

by Your System 

Parent/Guardiah ID Parent ID number (treated to link parents to students) )( 

Parent/Guardian Name Fir$t and/or Last ✓ 
Schedule I 

Student scheduled courses ✓ ~ 

j Teac~er names i<i I 
) ' i'ff I ,J {\ I I v 

)I '~- I ' .) l 
, 

Special Indicator English language leJrner information X ,, 
Low income status 

~ 

,.~ Medical alerts/ health data 'X 
Student ~Usability information )(' 

• 
.J Specialized education services OFF or 504) 

' 
/f\ )< 

I 
•• ,J f J ,,. \ 

Lltring situations (homeless/foster care) ',( 

I Other indicator information-Please specify: 

X 
I 

St1,.1dent Contact Address -x 
Information 

Email ~ I 
; 

Phone ~ 

Student Identifiers Local (S~hool district) ID l'lumber X 
State ID number 'I 

,,, Provlder/App.a.ssigned student ID number ✓ 
Student app username ~ 
Student app passwords J/ 

Student Name flrst and/or Last ✓ 
Stqdent In App Program/application performance (typing program-student 

Performance types 60 wpm, reading. program-student reads below grade y. 
' 

I level) 

Student Program Academic or extracurricular.activities a student may 1::>elongto 
')< Member-ship or participate In 

Student survey 
Student responses to su_rveys or questionnaires ')<. 

Responses 

Student work Student generated content; writing, pictures, etc. ✓ 
Other student work data -Please specify: 

J"ov-c r'\J... cl~ > Stvcl~t-e-c>"'tti-0 V 
Transcript Student course grades V 

✓ 
Student course data V 

Student course grades/ performance scores ✓ 
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Category of 0ata 

· Transportation 

' Other 

None 

f:lem~nts' " 

Othe~ trar:iscript data - Please .specify: 

Student bus assignment 

St1,1dent pkk up and/or-drop off lcictation 
1 \ • I 

Stvdent bus card ID number 

Other transpor;tation data - Please specify: 

I I 

· Please-list each,addltional data element u~ed, stored, or 

c'ollected by your application: 

No Student D.ata collected at this time. Provider will 

immediately notify LEA if this designation ls nQ longer 
applicable. 
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EXHIBIT "C" 

DEFINITIONS 

De-Identified Data and De-Identification: Records and information 'are considered to l;Je de-identified when all 

personally identifiable information hq5 been removed or obscured, such that the remaining information does not 

reasonab_ly identify a specific individual, including, but not limited to, any information tnat, alone or in 

combination is linkable to a specific student and provided that the educational agency, or other party, has made 

a reasonable determination that a student's identity is not personally identifiable, taking into account reasonable 

available i11formation. 

Educational Records: Educational Records are records, files, documents, and other materials directly related to a 

student and maintained by the school or local education agency, or by a person acting for such school or .local 

educatiqn. agency, including but not limited to, records encompas~ing ,all the material kept in the student's 

cumulative folder, such as generaf Identifying data, re:cords of attendance and of academic work completed, 

records of achievement, and results of ~valuative tests, health data, disciplln.1ry status, test protocols and 

individualized education programs. 

Metadata: means Information that provides meaning and context to other data being collected1 including, but not 

limited tm -date and time records and purpose of creation Metadata that have been stripped of all direct and 

Indirect identifiers are not c~msidered Personally Identifiable Information. 

Operator: means the operator of an internet website, online service, online application, or mobile application with 

actual knowledge that the site, servlc~. or application Is used for K-12 school purp_oses. Any entity that operates 

ao lnt.erl;l~l::webslte, onlihe servi~e. onllne application, or mobile application that has entered Into a signed, written 

agreement with an LEA to provide a service to that LEA shall be considered an "operator" for the purposes of this 

section. 

Orlgfnatfng,;LEA: An LEA who originally executes the DPA in its entirety with the Provider. 

Provider: For purposes of the DPA, the term "Provider" means provider of digital educational software or services, 

includ1ng,eloud-based services, for·the digital storage, management, and retrieval of Student Data. Within the DPA 

the term "Pr.avider" includes the term "Third Party" and the term "Operator" as used In appllcabie state statutes. 

Student Generated Content: The ter.m "student-generated content'' means materials or content created by a 

student in the services Including, but not limited to, essays, research reports, portfolios, creative writing, music or 

other audio :files, p,hotographs, videos, ,ind account Information that enables ongoing ownership of student 

content. 

School Official: For the purposes of this DPA and pursuant to 34 CFR § 99.31(b), a School Official is a contractor 

th~t; (1) Performs an institutional -service or function for which the agency or institution would otherwise use 

employees; (2) Is under the pirect control of the agency or institution with respect to the use and maintenance of 

Student Data including Education Records; and (3) Is subject to 34 CFR § 99.33(a) governing the use and re­

disclosure of personally identifi~ble information from Education Records. 

Service Agreement: Refers to the Contract, Purchase Order or Terms of Service or Terms of Use. 
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Student Data: Student Data Includes any data, whether gathered by Provider or provided by LEA or its users, 
students, or students' parent's/guardians, 'that Is descriptive of the student lnciudi_1,1g, but not limited to, 
ih'formation in .the student's educ.ational refo_rcf or email1 first ar:id last name, birthdate, home or other physical 
address, telephone nuinber, email addtess1 or other information allowing physical or online wntact, disciplir:ie 
records, videos, test results, special ed.ucation data, Juvenile dependency records, grades, evaluations, criminal 
records, medical records, he.alth records, socicil ~ecurit, numpers, biometric informatj.on, disabilities, 
socioeconomic lnformatfon, indivldl;!al purchasing behavior 9r preferences., food purch.;1ses, political affiliations., 
religious inform~tion;•text messages., docll,n,ents, student ldentifh:rs, sear:ch activity, Photos, vqice recordings, 
geolocation information, parents' name~, ·or any other lnformatf&n or'1dentineation r,,umber that would provide 
info(mation about a specific sfudent. Stcident Data ini:;ludes Meta·0ata. Student Data further incluaes "per-sonally 
identifiable information (Pll)i" as defined in 34 C.F.R1 ~ 99.S and as defihed under any applieable state law. Student 
Data sha'II e0nstitute Education Records f@r- the purposes of this DPA, and for the purposes. of federal, state, and 

I •, ' 
local laws ~nd regul,ation·sJ Student Data:~s s-pecified ln•Exhibit l1B1! is confirmed to be collectee or processed by 

the Provid¢t pursuant to w~ Services. Stµo~nt Data ~hall no.t constitute tl;lat Information thc:it has been 
anonymiz~~ or· (je-)Qentified, or anonym9us u:sage !dafa· legardlng a -student's use of Provider's services. 

J. '11' 
I . 

Subprocesspr: fpr the purposes of this DPA, the term "St;1bRro1::ess0r" (sometimes referred to as the 
"S1-tbcontractor") means a party .other than L£A 9r Provider; wtfo Provider u~ for data collection, analytics, 

stcm')ge,, (j)r other servjce to operate.ar:id7or imprqv~ its service, and ,who has access to Student Data. 

Subso:\blrlg ~~: An LEA that was not p~rty tq the original Service Agreement .and who accepts· the Provider's 
General Offer ,Qf Priivacy Terms. 

' ' ' 1, ... ' . 
Targeted Advertising: me'ans presenting an advertisement to a student where the selection of the advertisement 
is based on Student Data or Inferred over time from the usage of the operator's Internet web site, Online -service 
or mobile application by s4ch student or the retention of such student's oniine c1ctivities or requests over time for 
the purpose of targeting supsequent advertisement$. "Targeted advert1sfng" does not include any advert1sing,1:o 

a student oh an Internet we,~ site based on the content of the w.eb page or: In rewonse to a student's response or 
request for infcir:matiori 0r'feedback .. 

Thir.d Party: The term ''lfhird Party" meaq;s a provider of,dlgital educational software or servites, in.duding cloud­

based servjces, fo.r the c;figrtal storag~, fyl~nager'nent, and retriev;:il 'of EdU,!:'ation Records and/or Student Data, as 
that ~er:m·ls µ_sE:d in some state :statutes. HPW~Yel', for the purpose of this DPA, the term "Third Pa,r:ty" wh~n used 
to {n'd[cate the previder of digital ei;fugatj<;mal software ot ,ser'{Jce_s Is replac;ed by the term "Provider." 
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EXHIBIT "D11 

DIRECTIVE FOR DISPOSITION OF DATA 

[Insert Name of District or LEA] Provider to dispose of data obtained by Provider pursuant to the terms of the 

Service Agreement between LEA and Provider. The terms of the Disposition are set forth below: 

1. Extent o'f Disposition 

__ Disposition is partial. The categories of data to be disposed of are set forth below or are found in 

an attachment to this Directive: 

[Insert categories of data here] 

__ Disposition Is Complete. Disposition extends to all categories of data. 

2. Nature of Disposition 

_ Disposition shall be by destruction or deletion of data. 

__ Disposition shall be by a transfer of data. The data shall be transferred to the following site as 

follows: 

[Insert or attach ~pedal lnstructioi:is] 

3. Schedule of Disposition 

Data shall be disposed of by the foll«;>wing date: 

As soon as commercially practicable. 
-- j 

_r.q•~;""--,,_-~-- · - By'[lnsert Date] ' 

4. Signature 

Authorized Representative of LEA 

5. Verification of Dlsoosition of. Dat-a 

(~ -

Authorized Representative of Company 
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EXHIBIT "En 
GENERAL OFFER OF PRIVACY TERMS 

1. Offer of Terms 
Provider offers the same privacy protections found in this DPA between It and Addison Central School District 
which ls dated August 29 2020, to any other LEA ("Subscribing LEA") who accepts this General 
Offer of Privacy Terms ("General Offer") thro\lgh its signatvre below. This General Offer shall extend only to 
privacy protections, and Provider's signature shall not necessarily bind Provider to other terms, such as price, 
term, or schedule of services, or to any other provision not addressed in this DPA. The Provider and the Subscribing 
LEA may also agree to change the data provided by Subscribing LEA to the Provider to suit the unique needs of 

the Subscribing LEA. The Provider may withdraw the GenE?ral Offer In the event of: (1) a material change in the 

applicable privacy statues; (2) a material change in the services and products listed in the originating Service 
Agreement; or three (3) years after the date of Provider's sigm1ture to thi~ Form. Subscribing LEAs should send 

the signed Exhibit "E" tO' Provld~r at the following email address: 

[NAME. OF PROVIDER] 

BY: \ EJH. .. rt£flS f::-1 fl$ 1 Lll Date: _<'_1 ~/ 0_1:.i.../~) ---'o 2~o __ 

Printed Name: ____ .D_,_E,....,f_-~P_JJ-N_S l_-1_u __ A_tl_o..,;..fi.....:.A......_.Title/Posltion:, __ __,L---==£"-O _____ _ 

, u. 
2. Subscribing LEA ' 
A Subscribing LEA, by signing a s~parate Service Agreement with Provider, and by its signature below, accepts the 
General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same terms 
of this DPA for the term of the DPA between the Addison Central.School District and the Provider .... PRIOR TO 
ITS EFFECTIVENESS, S!JBSCRIE!ING fEA MUST DELIVER NOTICE OF AC~EPTANCE TO PROVIDER PURSUANT TO 
ARTICLE VII, SECTION 5 . .,., 

[Insert Name of Subscrlbtng LEA] 

BY: 

------------'----'----------'Date: _____________ _ 

· Printed Name: _-'-____________ Title/Position: _______ ....;.. ____ _ 

SCHOOL 01,STRICT NAME:---------------=---......... .....;_-'--------­

DESIGNATED REPRESENTATIVE OF LEA: 

Name: 

Title: 

Address: 

Telephone Number: 

Email: 
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EXHIBIT "F" 

DATA SECURITY REQUIREMENTS 

Adequate Cybersecurlty Frameworks 

2/24/2020 

The Education Security and Privacy Exchange (l'Edspex") works in partnership with -the Student Data Privacy 

Consortium and industry leaders to maintain a list of known and credible cybersecurity frameworks which can 

protect digital learning ecosystems chosen based on a set of guiding cybersecurity principles* ("Cybersecurity 

Frameworks") that may be utilized by Provider. 

Cybersecuril:y Frameworks 
..• 

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S) 

National lr-1stitute of Standards and NIST Cybersecurlty Framework Version 1.1 

Technology ' 
-· 

National Institute of Standard,s,and NIST SP .800-5'3, Cybers.ecurity Framewqrk tor 

Technology Improving Critical tnfrastructur~ Cybersecurity. 

(CSF), Special Publication-800-171 

. -,.;, 
International Standards Organization lnforma'tfon techno1ogy -:...Secur'ity techniques 

- Information security management systems. 

(ISO 27.000 s.eries) 

Secure Controls Framework Council, LLC Security Contrnls Framework·(SCF) 

Center for lnte.rnef Security CIS Critical Security Control,s. (CSC, CIS Top 20) 
e 

OffiGe of th.e Under Secretary of Defense for Cybersecurity Maturity Mocjel Certification 

Acquisition and Sustainment (OUSD(A&S)) (CMMC, -FAR/DFAR) 

Please visit httn:I/WW't'J.ed:,pex.orx for further details al:1out the noted frameworks. 

*Cybersecurlty Principles used to choose the Cybersecurity Frameworks are located here 
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EXHIBIT "G" - Supplemental SDPC State Terms for Vermont 
Version ____ _ 

{The State Supplement is an optional set of terms that wlll be generated on al'\ as-needed basis in collaboration 
between the national SDPC legal working group and the State Consortia. The scope of these State Supplements 
will be to address any state specific data privacy statutes and their requirements to the extent that they require 
terms in addition to or different from the National Standard Clauses. The State Supplements will bewritten In a 
manner such that they will not be edited/update-cl by individu:;il parties and will be posted on the SOPC website to 
provide the authoritative version of the terms. Any changes by LEAs or Provider$ will be made in amendment form 
in an E~hlblt (Exhibit "H" In this proposed structure).] 
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EXHIBIT "H" - Additional Terms or Modifications 
Version ____ _ 

LEA and Provider agree to the following additional terms and modifications: 

This is a free text field that the parties can use to add or modify terms In or to the DPA. If there ilre no additional 
or modified terms, this field should read "None.1' 

618-1/4715859.1 
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