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This Student Data Privacy Agreement ["DPA”] is entered into on the date of full execution (the 'Hrmumﬂ

and is entered into by and between: :
[Addison Central School district], located at 49 Charles Avenue Middisbury, VT 05753 and
Teachers First LLC, located at 5433 East Cheery Lynin Road Poenix, AZ 85018,
WHEREAS, the Provider is providing educational or digital services to LEA, e [ _
WHEREAS, the Provider and LEA recogniee the need to protect personally identifiable student information and
ather regulated data exchanged between them as required by apglicable laws and regulations, such as the Family
Educational Rights and Privacy Act ["FERPA™) at 20 U.5.C. § 1232g (34 CFR Part 99); the Children's Online Privacy

Protection Act ("COPPA®) at 15 U.S.C. § 4501-6506 (16 CFR Part 312), applicable state privacy laws and regulations
i : L g
WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective

obligations and duties in order to comply with applicable laws and regulations.
NOW THEREFORE, for good and valuzble consideration, LEA and Pravider agree as follows:

1. A description of the Services to be provided, the categories of Student Data that may be provided by LEA
to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto,
2. Special Provisions, Check if Requirad
It checked, the Supplemental State Terms and attached hereto as Exhibit "G" are hereby

incovporated by reference into this DPA In their entirety. _
I ehecked, LEA and Provider agree to the additional terms ar modifications set forth in Exhibit

“H". (Optional)
If Cheched, the Provider, has signed Exhibit "E tothe Standard Clauses, otherwise khown as




The designated representative for the Provider for this DPA s
Tite;__LE O

name:. DEEP bySHY Ao A
address; 5 133 , EAST CHEER mm" H&Jﬂ Wmmm :
| 4444 15 CeppnSHu( A Tob. or

Phomne:

The designated representative for the LEA for this DPA ks
sdiress:_YF_Chanfes Ave. piddfebusy U
phone: T2 3F2 128Y et _tthalths

Printed Name; ﬁde w

[Insert Name of Provider]
gy VEALHERS

FIRST LLC
y ARoRA




STANDARD CLALISES

Versson 3.0

ARTICLE |: PURPOSE AND SCOPE

1. Purpose of DPA, The purpase of this DPA s (o deseribe the dutfes and responsibllfties to protect Student
Data Including compliance with all applicable federal, stabe, and local privacy laws, rules, snd regulations,
all »s may be amended from time to time. in parfosming these services, the Provider shall be considered
a Schaol Diffelal with a legiimate sducational interest, and performing services otherwise provided by
the LEA. Provider shall be under the direct control and supervision of the LEA, with respect to its use of

Stuadent Data

2. Student Data to Be Provided. In order to perform the Services described above, LEA shall provide
Student Data as Identified In the Schedule of Data, attached hereto as Exhlbit "B

3. DPADefinltlens. The definition of termns used in this DPA ls found in Exhibil “C". In the event of 2 confiict,
detinitions used in this DPA shall prevall over terms used In any other writing, including, but nat fimited

to the Service Agreement, Terms of Service, Privacy Policles etc

ARTICLE [l: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student DataProperty of LEA All Student Data transmitted to the Prowider pursuant to the Service
Apresment Is and will continue to be the preperty of and under the cantrol of the LEA. The Provider
further acknowledges and agrees that all copies of such Student Data transmitted to the Frovider,
including any modifications or addifions or any porkon thereof from any source, are subject to the:
provisions of this OPA In the same manner as the orlginal Student Data. The Parties agree that as between
them, all sights, Including all intellectual property rights in and to Student Dafa contemplated per the.
Service Agreement, shall remaln the exclusive property of the LEA, For the purposes of FERPA, the
Brovider shall be considered a School Official, under the control and direction of the LEA ax It pertains to

the use of Student Data, notwithstanding the above.

uired by law the LEA shall establish reasonable procedures by which a
parent, legal guardian, or ellgible student may review Education Records and/or Student Data corract
sfroneous information, ahd procedures for the transfer of student-generated content to a personal
sceaunt, consistent with the functionality of services. Provider shall respand in a reasenably dmely
manner (and na later than forty five {45) days from the date of the request or pursuant to the fime frame
required under state law for an LEA to respond to a parent or student, whichever ks sooner) to tha LEA's
request for Student Data In a student's records held by the Provider to view or correct as necessary. In
the event that a parent of a student or other individual contacty the Provider to review any of the Student
Data accessed pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who
wrill Follow the necessary and proper procedures regarding the requested information,

3, Separate Account. If Student-Generated Content is stored or nﬂntﬂnedh!ﬁnluﬂaﬁdq,?rmﬁ!m#ﬂ.
at the request of the LEA, transfer, or provide a m_m:hmls,ll'l'h the LEA o transfer, said Student-
Generated Content to 3 separate account created by the student,

2. Parent Access. To the extent req

Coppright © 2020 Accew 4 Learning [A4L) Cenmurity, AN rijhts reserved.
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&, Law_ Enforcoment. Boguests: Should law enforcement or other government entities ("Reguesting
Partylies)") contact Provider with a request for Student Data beld by the Provider pursusnt to the Services,
the Provider shall notify the LEA In advance of a compelled disclosure to the Requesting Party, unlass
lawdully directed by the Requesting Party not to inform the LEA of the reguast.

5. Subprocessors, Pravider shall enter into written agreements with all Subprocessors perferming functons
for the Provider in order for the Provider to provide the Services pursuant to the Sendce Agreement,
wherehy the Subprocessors agred to protect Student Data Ina manner no less stringent than the terms
of this DPA.

ARTICLE IHl: DUTIES OF LEA

1. Provide Data in Compliance with Applicable Lavws. LEA shall provide Student Data for the purposes of
obtaining the Services in comgpliance with all applicable federal, state, and local privacy laws, rules, and

regulations, all s may be amended from time to time,

2. Annual Notitication of Rights. if the LEA has a policy of disclosing Education Records and/or Student
Data under FERPA (34 CFR § §9.31{a)(1]], LEA shall include a specification of criteria for determining who
canstitutes a schoal official and what constitutes a legitimate educational interest in its annual
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any other means of gaining access to the services and hosted Student Data,

4. Unauthorlzed Access Notification, LEA shall notify Provider promptly of any known unauthorized access.
LEA will assist Provider in any effarts by Provider to investigate and respend 1o army unauthonzed acoess,

ARTICLE IV: DUTIES OF PROVIDER

1, Privacy Compliance. The Provider shall comply with all applicable federal, state, and local laws, rules, and
regulations pertaining to Student Data privacy and security, all as may be lm:mﬂfrm'nﬂgnr_tn time,

Use. The Student Data shared pursuant to the Service Agreement, including persistent unigue

identifiers, shall be used for no purpose other than the Services outlined in Exhibit A or stated In the
Service Agreement and/or atherwise puthorized under the statutes refarred to herein this DFA.

Proyider Employee Obligation, Provider shall require all of Provider's employees and agants wha have
access to Student Data to comgply with all applicable provisions of this DPA with respect Lo the Student
Data shared under the Service Agrexment. Provider agress to require and malntain an appropriate
confidentiality agreement from each employee or agent with access to Student Data pursuant to the

Service Agreement.

4. Mo Disdesurg. Provider acknowledges and wmﬂutﬂ;hﬂlrntmﬁ:jm u—dﬂhﬂleﬂmw
Data or any partion thereot, Including without limitation, user content or ather nan-public information
and/or personally identifiable information contained in the Student Data other than as directed or .

1
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permitted by the LEA or this DPA, This prohibition agalnst disclosure shall not apply to ageregate
summarles of De-ldentitied infarmation, Student Data disclosed pursuant to a lawfully lssued subposna
or other legal process, or to subprocessars performing services on behalf of the Provider pursuant to this
DPa. Provider will not Sell Student Data to any third party.

5. De-ldentified Data: Provider agrees not to attempt to reddentifty de-identified Student Data. De-ldentified
Data may be used by the Pravider for those purposes allowed under FERPA and the following purposes:

{1) assisting the LEA or other governmental agencies in conducting research and other studles; and (2)
research and development of the Provider's educational sites, services, or applications, and to
demanstrate the effectiveness of the Services; and (3) for adaptive learning purpose and for customized
student learning. Provider's use of De-ldentified Data shall survive termination of this DPA or any request
by LEA to return or destroy Student Data. Except for Subprocessors, Provider agrees not te transfer de-
identified Student Data to any party unless (2} that party agrees in writing not to attempt re-identification,
and (b} prior written notice has been given to the LEA who has provided prior written consent for such
transfer. Priar to publishing any document that names the LEA explicitly or indirectly, the Provider shall
obtain the LEA's written appraval of the manner in which de-identified data Is presented.

&. Disposition of Daty. Upon written request from the LEA, Provider shall dispose of or provide 3 mechanizsm
for the LEA to transfer Student Data obtained under the Service Agreement, within sixty (60) days of the

date of said request and aocording to a schedule and procedure as the Parties may reasonably agree.

Upon termination of this DPA, If no written request from the LEA |s received, Provider shall dispose of all
Student Data after providing the LEA with reasonable prior notice. The duty to dispose of Student Data
shall not extend to Student Data that had been De-identified or placed in a separate student account
pursuant to section Il 3. The LEA may employ a "Directive for Disposition of Data” form, a copy of which

is mmuwamum If the LEA and Provider employ Exhibit “D,” no further written request

or notice Is required on the part of either ntm,hrtuﬂud;muﬂﬂm of Student Data described n Exhibit

"D,

7. Advertsing LUimitations, Provider is prohibited from uﬂng.muim or selfing Student Data to {a) inform,
influence, or enable Targeted Advertising: or [b) develop a profile of 2 student, family member/guardian
ar group, for any purpose other than providing the Service to LEA. This section does not prohiblt Provider
from using Student Data (i} for adaptive learning or customized student learning (Including generating
persanalized learning recommendations); or [il) to make product recommendations to teachers or LEA
employees: ar (i} to notify account holders about new education product updates, features, or services
or from otherwise using Student Data as permitted in this DPA and its accompanying exhibits

ARTICLE V: DATA PROVISIONS

1. Data Storage, Where required by applicable law, Student Data shall be stored within the Uinjted States.
Upan request of the LEA, Provider will provide a list of the locations where Student Data is stored,

2, Audits. No more than once a year, or following unauthorized access, upon receipt of a written Fequest
from the LEA with at least ten (10} business days' notice and upon the execution of an appropriste
confidentiality agreement, the Provider will allow the LEA to audit the securliy l'ﬂpl'hr.'r measut s that
are in place to ensure protection of Student Data or any portion thereof as it pertains to the delivery of
services to the LEA . The Provider will cocperate reasonahbly with the LEA and any local, state, or federal

Copynight © 2030 Asgeas 4 Learning (Aal) CammunBly, Al dghts resereed)



agency with oversight authority or jurisdicHon In conn ection wAth any audit or investigation of the Provider
andfor delivery of Services to students and/or LEA, and shall provide reasonahble access to the Provider's
facilities, staff, agents and LEA's Student Data and all records pertaining to the Provider, LEA and delivery
of Services to the LEA. Failure to reasonably cooperate shall be desmed a motarial breach of the DPA.

3. Data Secyrity, The Provider agrees to utilize administrative, physical, and technical safeguards designed
te protect Student Data from unauthorited access, disclosure, acquisition, destructon, use, of
modification. The Provider shall adhere to any applicable law relating to data security, The provider shall
implement an adequate Cybersecurity Framewnrk based on ane of the nationally recogrized standards
set forth set torth in_Exhibit “F". Exclusions, varations, or exemptions to the |dentified Cybersecurity
Framework must be detailed in an attachment to Exhibit "H". Additionally, Provider miay choose to
further detall its security programs and measures that augment or are In addition to the Cybersecurity
Framework in Exhibit "F". Provider shall provide, in the Standsrd Schedule to the DPA, contact
infarmation of an employee who LEA may contact if there are any data security concems or questions.

4. Dats Breach. In the event of an unauthorlzed releass, disclosure or acguisition of Student Data that
oompromises the security, confidentiality or integrity of the Student Data maintained by the Provider the
Provider shall provide natification Lo LEA within seventy-twa (72) hours of confirmation of the incident,
unless notification within this time limit would disfupt investigation of the incident by law enforcement.

In such 2n event, notification shall be made within a rmﬂnl!i:thwaﬂﬂﬂwﬁn‘ww shall

aliow hwum

information tn 1'J‘r|‘.' m:l-.-nt Imnwn h',.- the F'rmlder m:l s It ba:nmes ﬂultnrhle

I. The name and contact information of the reporting LEA subject to this section.
fi. A listof the types of persanal infarmatian that wede or are reasonably bellaved to have

been the sublect of a breach.
i, W the Information i possible to determine at the time the notice s provided, then elther

(1) the date of the breach, (2] the estimated date of the breach, or (3) the date range
within which the breach occurred. The nobification shall alsa Indude the daie of the

natice.
iv. ‘Whether the notification was delayed as a result of a law enforcament imnHﬂnnun._i‘

that information is possible to datermine at the time the notice is provided: and
v, A peneral description of the breach Incident, if that Information |s possible to determine

at the time the notice Is provided.

(2) Provider agrees to adhere to all federal and state requiremants with respect to a data breach
related ta the Student Data, including, when appropriate or required, the required responsibilitiss
and procedures for notification and mitigation of any such dota breach.

{3) Provider further acknowledges and agrees to have a written incident response plan that reflects
best practices and Is consistent with industry standards and federal and state law for responding
to a data breach, breach of security, privacy Incident or unautharized acquisition or use of Student
Data or any portion thereof, Including personally identifiable information and agrees to provide
LEA, upon request, with @ summary of said written incldent response plan.

Copyighl © FI30 Access 4 Lesvning {A4L) Comemunity, All rights rescrved. E A



(4] LEA shall provide notice and facts surrounding the breach to the affected students, parents or
Buardians, :

[5) In the event of a breach originating from LEA's use of the Service, Provider shall cooperate with
LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE Vi: GENERAL OFFER OF TERMS

Provider may, by signing the attached form of “General Offer of Privacy Terms” (General Offer, attached hereto
as Exhibit "E"), be bound by the terms of Exhibit “E* to any ather LEA who signs the acceptance on sald Exhibit.
The farm is fimited by the terms and conditions described thereln,

ARTICLE Vii: MISCELLANEOUS

1. Termination. In the event that sither Party seeks to terminate this DPA, they may do so by mutual written
consent so long as the Service Agreement has lapsed or has been tarminated. Either party may terminate
this DPA and any tervice agreement or contract if the other party breaches any terms of this DPA.

2. Effect of Termination Survival, If the Service Agreemant s termiriated, the Provider shall destroy all of

LEA's Student Data pursuant to Article IV, section 6.

unh-lrnl'mhﬂ;itt.mr i




5. Sevgrability, Ary provision of this DPA that Is probiblted or unenforceable in any jursdicton shall, asto
such jurisdiction, be ineffective to the extent of such prohibition or unenforceability without Irvalidating
the remalning provisions of this DPA, and any such prohibition wumﬁnrmﬁ]hmﬂwjum:ﬁqdﬂ!

ihitanal

not invalidate or render unenforceable such provision in any other Jurisdiction. thetanding the
foregoing, if such provision could be mare narrowly drawn 5o as not to be prohibited or unenforceable in
such Jurisdiction while, st the same time, maintaining the intent of the Parties, it shall, & to such
jurisdiction, be 5o narrawly drawn without invalidating the remalning provisions of this DPA or affecting.

the validity or enfarceabllity of such provislan In any other jurbsdiction,
5. Governing law: Veoye gnd Mirigdiction, THIS DPA WILL BE GOVERNED BY AND CONSTRUED IN
ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT REGARD TO CONFLICTSOF LAW.
PRINCIPLES. EACH PARTY COMSENTS AND SLBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE
STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR

RELATING TO THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.

et
= F

 substantially sl of the assats of such business In t}
| disposes of Its business to a successor during the fe

g e 14 g

otheryise dispasing of s business.

Authority. Each party represents that it is authorized to bind to the terms of this DPA, Including "
confidentiallty and destruction of Student Data and any portion thereof contained therein, all related or
mﬂpmdmmmlmmmmwmﬂmmmmmq Student Data

and/or any portion thereaf. ' i
9. Waiver. No delay or omission by elther party to exercise any ight hereunder shall be construed 3
walver of any such right and both parties reserve the right to exercise any stich right from time to tim . S,

i







EXHIBIT *B"
SCHEDULE OF DATA

j Category of Data

Elerrants

Application Technalagy
ivieta Data

IP Addresses of Gsers, Use of popkles. stc,

Qther application technology meta dats-Plaase speclfy:

1P Addvess Device 1‘U|lt , Location

Application Use Statistics

Metz data on user Interacton with application

Azcessment

Handardized test scores

Observation data

Other assessment data-Floase spacify!
Rubyics

Student school (dally) sttendance data

Student class attendanc

Oniine communicatia

Place af Birth

Gender

Ethndcity or race

Language informatian [native, or primary language spoken by
student]

Other demagraphic Information-Please specily:

Enraliment.

Student school enraliment

Student grade level
Hameroom




Category of Data

Elements

Check if Used
by Your System

Parent/Guardian ID

Parent 1D number [created bo lnk parents to studenis)

II-'Eam nlﬁ."duard:'nn Mamme

First and/or Last

Sehedile

Student scheduled courses

Teacher names |

L &l |
-

Special Indicator

4

English language learner information

Loy inoome stafus

Medical alerts/ health data

Student disability Information

Specialized education services (1EP or 504)

Living situations [homeless/foster care)

Other indicator information-Please specify;

Ctudent Contact Address
Infermation
Email
Phione
Student ldentifiers Lecal (Schoal district] 1D number
State ID pumber
Provider/Apn assigned student 1D number
Student &pp usermame
Student app passwards
Student Name First and/or Last
Student [n App Program/application performance (typing programestudent
Performance bypes &0 wpm, reading programestudent reads below grade

el

Srudent Program

Arademic or extracurricular activities 2 student may bebong to

Membership or participate in
Student Survey
s Etudent responses to surveys or guestionnalres
student work Student generated content; writing, plctures, elc.

Other student work data -Plaase specify:

Jouvnd ‘-.'L:ll{tt E’l‘udh‘t‘t*rﬁﬂ‘ﬂ”’

Traracript Student course grades

Student course data

Student course grades/ perfarmance scores

QI_Q#{ SR X ] % SRARISPE e 6 %] % I K e IR
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Dther transcript dats - Please spacify:

e

Transportation Student bus assignment
Student pick up and/or drop off location
Student bus card [D number
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DEFINITIOMS

De-ldentified Data and De-ldentification: Records and Infarmation are considered to be de-identified when all
personally identifiable iInformation has been removed or obscurned, such that the remaining information dees not
reasanably identify a specific individual, induding, but ot limited o, amy information that, alone or in
combination is linkable to a spedfic student and provided that the educational agency, or ather party, has made
a reasomable determination that a student's identity is not personally identifiable, taking into account reasonable
available infarmation,

Educational Records: Educational Records are records, files, documents, and ofher materals directly retabed to a
student and maintained by the school or flocal education agency, or by a person acting for such schaol or local
education agency, Inchiding but not Umited to, records encompassing all the materlsl kept in the studsnt's
curmulative falder, such as general identifylng data, records of attendance and of academic work completed,
records of achievement, and results of evalustive tests, health data, discipbnary status, test protocols and

individualized education programs,

L

HMWEMMMMMMMMWMMMMHM_
fimited to: date and tme records and purpose of creation Metadata that have been stripped of all direct and ¥ !

indirgct identifiers are not considered Personally identiflable Information. _—

7 : lime & mﬂntlmmhﬂhﬂnnﬂmd.mmn
il.mmﬂmnhﬂl:hmlﬂ.mplwldu uhﬁnhﬂlﬂthhﬁmiﬂuﬂ:n "operator” for the purposes of this
sechion,

Originating LEA: An LEA who originally executes the DPA in its entifety with the Provider,

Provider: For purposes of the DPA, the term “Pravider® means peovider of digital educational saftware or services,
Inchiding cloud-based services, for the digital storage, management, and n*l:hr&ul'ﬂhﬁ-ﬂ-m Within the DPA ]
the term "Provider” inchudes the term *Third wmhm‘mﬂiﬂ*umhwmm

Student Generated Content: The term “student-generated content” wmﬁuuﬂuﬁmﬂa! :

MhmmMMMImmﬂnﬁmm qﬂgm m |

ather audio files, mmmmmﬁmﬁmmmﬁd udent ;
san ; .

that: IilFﬂmmmeﬁmu:ﬁmﬂmH h .
mﬂmiﬂ?kuﬂu‘ﬂummtdh iy oF
Student Data Including Eﬁpﬁm Records; and (3
disglosure of personally id
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Student Data; Student Data includes any data, whether gathered by Provider or provided by LEA or [ts users,
students, or students’ parentspuardians, that s descriptive of the student Including, but not limited to,
informatian in the student's educational recard or emall, first and last name, birthdate, home o other physical
address, telephone number, email address, or other information allowing physical or online contact, disgipline

recards, videos, test results, speclal education data, [uvenlle dependency records, grades, evaluations, criminal
records, medical records, health records, social security numbers, blometric information,  disabilities,

sacioecanomic information, individual purchasing behavior or preferences, food purchases, political affillations,
religious informatian, text messages, documents, studant Identitiers, search activity, photos, voice recordings,
peslocation information, parents’ names, or any other Information or identification number that would provide
information about a specific student. Student Data includes Mela Data. Student Data further includes “personally
identifiable Information (PI1)," as defined In 34 CF.R, § 99.3 and as defined under any applicable state law. Student
Data shail constitute Education Reesrds for the purpeses of this OPA, and far the purposes of federal, state, and
lcal lows and ragulations. Student Data as specified In Exhibit "B" s m&nﬂhhuﬂﬂwgﬁﬂﬂhﬂ by
the Provider pursuant to the Sarvices. Student Data shall mmmm -_EM‘

wuﬁm«ww :hhm uq:,_ ,

Targeted Advertising: mnrprﬂenﬂﬁg an id-';mrﬁlll'ﬂ-ﬁl:ttﬂ a .-.tud.!nl where the selection of the advertisement
iy based on Student Dota or inferred over lme from the usage of the operator's Internel web site, online sarvice
ar mabile application by such student or the retention af such student's online activities or requests over time for

the purpase of targeting subsequent advertisernents, "Targeted advertising” does not Include any advertising o
a student an an internal web site based on the content of the web page or in response to 2 student's response or

request for information or fesdback.
mﬂwmwmﬂwmamﬂﬂmmmmmmw-
WHMMWMWWWLHMMHIMMW it I3

mmnmmnmmmmmwmhmmdﬂﬁmmmm hird Party” when used
mmmmgwmﬂmammw rm “Provide )
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DIRECTIVE FOR DISPOSITION OF DATA i
10 -_-..'..-I "I.___.l" Iq. ' bli‘-*].,,‘ I

[Iuﬂtﬂmnumurltl.]m:rmdmﬂdm:

1. Extent of Disposition T
____ Dispasition is partial. The ta be of are st forth below or

- Aics mm disposed of are set fort} i
[Insert categories of data here] o
—— Dispesition Is Complete. Dispasition extends to all categories of data.

2. Mature of Disposition )
__mﬂhhmmﬂﬁh | ST




EXHIBIT "E"
GENERAL OFFER OF PRIVACY TERMS

i. Offer of Terms
Provider offers the same privacy protectons found In mmﬁmnﬂmw School District
which is dated August 29 2020, to any other LEA (“Subseribing LEA™) wha accepls this General
Dffer of Privacy rm{wmummwmmmmm-mmﬁrm
privacy protections, and Provider's signature shall not necessarlly bind Provider to other terms, such as price,
term, or schedule of services, or to any other provision not addressed in this DPA. The Provider and the Subscribing
LEA may also agree to change the data provided by Subscribing LEA to the Provider to suil the unique needs of

the Subscribing LEA, The Provider may withdraw the General Offer in the event of: (1) a materfal change in the
applicable privacy statues; ﬁ}amﬂﬂhmhhuﬂﬁﬂdﬂﬂﬁlﬂdhﬁw&h

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signaiure below, accepts the
General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same terms
of this DPA for the term of the DPA between the Addisen Central School MﬂWumﬁﬂu’-'mTﬂ

ITS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER PURSUANT TO

ARTICLE VII, SECTION 5, **

[insert Mame of Subscribing LEA]




DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Frameworks
27242020

The Education Securlty and Privacy Exchange (“Edspex”) works In partnership with the Student Data Privacy
Consortium and industry leaders to maintain a list of known and credible cybersecurity Irameworks which can

pratect digital lmarning ecosystems chosen based on a set of guiding cybersecurity principles® “Cybersecurity
Frameworks”) that may be utilized by Provider .

Cybersacurily Frameworks

MAINTAINING CRGANIZATION,/GROUP FRAMEWORK{S)

National Institute of Standards and NIST Cybersecurity Framewoik Version 1.1
Technology

‘National InsHitute of Standards and NIST SP BOO-53, Cybersecurlty Framework for
Technalogy Improving Critical Infrastructure Cybersetirity
[CS¥F], Special Publication 800-171

Information technology =

= Infermation security management systems.
(IS0 27000 series)

Secure Contrels Framewark Coundll,LC | Securlty Controls Framewark {SCF) i,

L

International Standards Organization

-

Office of the Under Secretary of Defense for | Cybersecurity Maturity Model Cedification |
Acquisition and Sustainment [OUSDIAGS]) e qi, 4
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EXHIBIT "G" - Supplemental SDPC State Terrns for Vermont
Werslon

{The State Supplement is an optional set of terms that will be generated on an as-needed basls |
betwean the national SDPC legal working group and the State Consortia, The scope of thess
will be to address any state specitic data privacy statutes and their requirements to the ex
terms In addition to of different fram the Mational Standard Clauses, The State Supplements will
marner such that they will not be edited/updated by individual parties and will be posted on the &1
mﬂmhmﬂmmdmmwwwuuumﬂhmﬂ m
in an Exhibit (Exhibit "H” in this proposed structure),] s




This s a free text field that the pa ._3...,;

mmnﬂﬁﬂmﬁm“ m’l i '.. b sl r : L
#18-1/4715859.1



